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Vehicular communications are bringing a new wave of applications under the umbrella of the Cooperative
Intelligent Transportation Systems (C-ITS). To this end, on-board units are expected to send messages
periodically or upon the appearance of a relevant event, to feed an awareness ecosystem that enables

\CIZI;FIS safety or traffic efficiency services. This is the case of Cooperative Awareness Messages (CAMs) in Europe,
Security which contain basic vehicle information such as its position or speed, among other parameters. From a

network security perspective, CAMs are broadcasted unencrypted over an unprotected radio channel, hence
enabling their potential interception and the disclosure of sensitive data. Although public key infrastructures
(PKD)-like solutions have been proposed, high computational cost of asymmetric cryptography to cipher
application data remains a challenge and a confidentiality alternative is needed. In this work, we present
the implementation and evaluation of a symmetric encryption scheme based on disjoint security domains
distributed in geographical areas. In the solution, vehicles are able to coordinate and agree on common keys
to be used in different security zones. Simulation results show the validity of the zone encryption scheme
in diverse vehicular scenarios with different traffic densities. A potential issue in the zone key redistribution
consisting in the propagation of wrongly-generated duplicated keys is also detected, which is discussed in detail
and a reliable solution based on the support of third-party data-forwarders is proposed and tested. Evaluations
reveal good performance of the zone encryption mechanism in terms of robustness and latency, guaranteeing
the efficient access to a secured channel while maintaining low computing load.

1. Introduction G5 [4], which is an adaptation of IEEE 802.11p to European regula-
tions. Besides, there are transnational strategies for the deployment
of C-ITS solutions that assure the adoption of these technologies in

the coming years. A clear example is the C-Roads platform for the

Vehicular networks have evolved lastly, fueling the expansion of
a rich ecosystem supported by Cooperative Intelligent Transportation

Systems (C-ITS) [1]. The principal aim is the development of novel
services to improve driving safety and traffic efficiency. To this end,
Vehicle to Infrastructure (V2I), Vehicle to Vehicle (V2V) and, in gen-
eral, Vehicle to Everything (V2X) communications are being studied
for enabling information exchange among all the involved elements in
vehicular scenarios. In fact, 5G technology has strengthen the idea of
V2X [2], with advances in both V2V and V2I connectivity. However,
until the wide spread of 5G new radios, the IEEE 802.11p standard' is
the principal domain-specific communication technology for vehicular
applications. Over this transmission layer, the American Administra-
tion defines the Wireless Access in Vehicular Environments (WAVE),
detailed by the IEEE 1609.x family of standards [3]. In turn, the Euro-
pean Telecommunications Standards Institute (ETSI) has also proposed
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deployment of harmonized and interoperable C-ITS services across
Europe [5].

A common approach of both the American and European regula-
tions in C-ITS is the usage of a series of periodic messages, namely,
Basic Safety Messages (BSMs) in WAVE [3] and Cooperative Aware-
ness Messages (CAMs) in the European architecture [6], which are
exchanged among vehicles to inform each other about their position,
speed and other state data. Due to the open nature of C-ITS and the
cost of asymmetric cryptography, these packets are usually broadcasted
unencrypted over an unprotected radio channel. For the European
case, for instance, broadcasted messages require authorization, au-
thentication, integrity and privacy, but not confidentiality [7]. These
security services are provided through a Public Key Infrastructure (PKI)
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1 Recently, the IEEE 802.11p standard has been renamed to IEEE 802.11 networks running outside the context of a basic service set (OCB).
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architecture based on asymmetric cryptography [8,9]. Thus, vehicles
can share sensitive data in clear, without the security level required
by critical services. As a consequence, this information can be inter-
cepted, causing information leakage about the status of the ego-vehicle,
which is the source of traffic efficiency and critical safety services.
Depending on the privacy capabilities included, with these data an
attacker may build vehicle profiles by observing which services are
used regularly, for instance, and trace vehicles by analyzing messages
exchanged during trips.

The proposal in [10] demonstrates the usefulness of providing
confidentiality and privacy capabilities to such V2V networks by us-
ing security domains distributed in geographical areas. This paper
was focused on the cryptographic foundations of the algorithm, but
the implications of implementing the proposal in a realistic vehicular
scenario were not considered. Therefore, as a complement to this
essential contribution, framed within the European project USE-IT,?
in this work we explore the development, analysis and improvement
of this novel zone encryption scheme that enables authenticated and
encrypted communication among vehicles in a V2V fashion. It permits
to address the problem of authenticity and confidentiality in V2V
communications with lightweight message overhead and processing
load. The algorithm is based on the use of asymmetric cryptography
for exchanging symmetric encryption keys for the different areas in
which a certain region is divided. With this strategy, periodic exchanges
of safety messages among vehicles is secured, preventing disclosure
of sensitive data, traceability of vehicles and manipulation of the
messages. The main contributions of this work are the following: (i)
a deep characterization of the zone encryption algorithm under actual
vehicular settings; (ii) a comprehensive implementation of this security
scheme; (iii) an exhaustive performance evaluation considering urban
and highway scenarios, for evaluating its feasibility under realistic
driving conditions; and (iv) a thorough discussion and a potential
solution for the detected problem of redistributing undesired duplicated
zone keys.

The remaining of the paper is organized as follows. Section 2
presents the advances beyond the state of the art, by placing the work
in the literature. Section 3 dissects the zone encryption algorithm.
Section 4 details the implementation and test-bench employed for
conducting the evaluation tests. Section 5 presents and discusses the
attained results. An issue identified in the encryption algorithm and
its solution is discussed and evaluated in Section 6. Finally, Section 7
concludes the paper and introduces future research lines.

2. Related work

Different proposals can be found in the related literature addressing
the protection of the wireless segment in V2I architectures. In [11],
authors proposed to encrypt the establishment of connections from
ambulances to a management center using a PKI, hence, adopting an
asymmetric cryptography approach. The solution in [12] also uses
asymmetric cryptography in communications between on-board units
(OBUs) and road-side units (RSUs), hence creating one-to-one security
channels. Authors of [13] presented an equivalent approach but based
on symmetric cryptography to protect OBU-RSU links. However, these
solutions are not broad enough to consider general C-ITS systems with
V2X requirements. In [14] it is presented a fog computing solution
for the vehicular domain, aimed at offering contextual route guid-
ance to drivers. Communications are secured using symmetric and
asymmetric cryptography, although fog nodes are considered to be
set at the infrastructure edge, i.e., RSUs, and the approach mainly
considers V2I messaging only. The same drawback is found in the work
presented in [15]. However, in this proposal intermediate nodes are
employed in the form of proxies to help reducing the computation load

2 http://www.chistera.eu/projects/useit.
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of asymmetric cryptography. As a difference to the previous works, the
current paper describes a solution in which a first negotiation is carried
out to create a session key to be maintained for the next exchanges
using symmetric cryptography. This strategy can be considered as a
particular case covered by the security solution proposed for vehicular
IPv6 communications in [16].

In general, securing V2X communications providing confidentiality
is a crucial issue without a straightforward solution up to now. The
deployment of symmetric key encryption schemes in C-ITS is not fea-
sible in an immediate way, due to the fact that nearby vehicles should
share a common key to be able to communicate. Installing a shared
common key inside every vehicle could be considered, but this presents
the problem of not being able to revoke the key if it is compromised
in a single vehicle. Work in [17] studied the problem of broadcast
encryption, in which a central authority distributes the encryption
keys to a subset of vehicles to enable the exchange of confidential
information among them. This scheme presents notable issues related to
key management and necessary bandwidth upon high number of nodes.

Using asymmetric encryption in V2X, as described in [18], implies
the use of a PKI to enable secure communication by making vehicles
credentials available. Based on previous research works focused on
pseudonym certificates, such as [19,20], current C-ITS systems under
development in Europe [21] and in the US [3] propose the use of short-
lived pseudonyms to authenticate exchanged messages among vehicles.
These mechanisms imply the use of a small pool of pseudonyms and
OBUs rotate them to gain some degree of privacy. Nevertheless, these
approaches try to reach a trade-off between efficiency and privacy
level, because they bet on constrained pseudonym schemes aimed to
reduce management complexity of the security protocol. Furthermore,
despite the fact that messages may be authenticated, data sent are
still in plain text due to computing load implications of asymmetric
cryptography when applied to application data. Since these messages
contain static information such as vehicle dimensions as well as dy-
namic data regarding heading, speed or position, it is possible to link
messages to certain vehicles due to their physical characteristics and
driving patterns. Additionally, certificate management is another issue
that PKI-based solutions have to deal with. Revocation of certificates
in vehicular networks is considered for example in [22]. In this work,
revocation lists are updated by using artificial intelligence techniques
to detect untrustworthy OBUs.

Work in [23] particularly discusses the problem of computing load
when using asymmetric cryptography in constrained OBUs. It indicates
that these processes can last seconds for single messages in recent
mobile devices, even when using ciphertext-policy attribute-based en-
cryption (CP-ABE) schemes, which employ lightweight procedures. The
contribution in [15] also addressed this issue by delegating part of
the ciphering load to nearby RSUs. However, this is a strong require-
ment for generic V2X scenarios. An evolution of this idea is presented
in [24], in which nearby RSUs are used for initial authentication and
derivation of group keys. In this line, other works have exploited
the concept of group-based communications as a mean of developing
feasible distributed security solutions in V2X scenarios. The solution
in [25] includes improves efficiency and security of V2V one-hop
broadcasting schemes, integrating the location-based security approach
initially presented in [26]. In this solution, messages are encrypted us-
ing a symmetric key obtained on the basis of an RSU area, geographical
coordinates, time, and OBU/RSU credentials. Similarly, authors of [27]
proposed to group vehicles by speed and path in clusters, establishing
a cluster leader in charge of managing public keys. However, the join
and key exchange procedures can be a limitation under high dynamic
conditions. Work in [28] proposed a system that combines the usage
of pseudonyms with group-based encryption in handover areas where
the pseudonym is changed. This provides an extra level of security to
avoid vehicle tracking, but at the expense of relying on a complex RSU
infrastructure.
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Fig. 1. Zone encryption architecture.

As demonstrated, near works in the literature present flaws and
extra complexity for a proper key management and maintenance of
communication groups. Besides, they present high computation costs
due to asymmetric cryptography and need RSUs to support OBUs in
security procedures or computation offloading. For these reasons, the
proposal evaluated in this paper presents a distributed solution based
on a zone encryption scheme, in which OBUs communicate among
them or with RSUs (only if needed) to obtain security material, and
symmetric cryptography is used to avoid degrading the performance
when providing confidentiality to periodical beating packets.

3. Zone encryption

The zone encryption scheme [10] enables the efficient transmission
of authenticated and encrypted CAMs from one vehicle to others that
are in its surroundings. Asymmetric cryptography is used by partic-
ipants to exchange symmetric keys to be used in particular zones
(the zone keys). Once the zone keys are distributed, further messages
are efficiently secured using symmetric cryptography. As depicted in
Fig. 1, the transmitting vehicle has to first anonymously authenticate
against the others by using a short-term credential, which is usually
obtained from a cryptography issuer. Besides, in order to authenticate
and communicate with the issuer, the vehicle is provided with a long-
term credential by the Enrollment Authority (EA). Based on these initial
steps, the objective of the system is then to preserve confidentiality of
V2V communications and privacy of vehicles and drivers.

Given that it is common that vehicles communicate with nearby
elements in C-ITS, the zone encryption scheme takes advantage of
this spatial locality. It considers a division of the Earth’s surface into
disjoint zones, in which vehicles inside a particular one have to agree
on a shared key to encrypt the transmitted CAMs. Vehicles are also al-
lowed to transmit CAMs to adjacent zones by using previously-retrieved
keys, otherwise they cannot do it across the current zone boundaries.
Adopting a geographic-based approach brings a series of advantages
regarding vehicles security and privacy. Firstly, as all the vehicles
within a zone make use of a common encryption key and this key
is different in each zone, tracking specific vehicles by an attacker is
notably complicated. Besides, the intrinsic distributed nature of the
algorithm provides it with higher robustness and independence than
centralized solutions, as vehicles coordinate the zone keys generation
and exchange themselves. Finally, the encrypted message exchange
scheme relies on V2V transmissions; hence, once the vehicles acquire

their credentials, the zone encryption mechanism may be implemented
in any scenario without a pre-existent fixed vehicular communication
infrastructure, e.g., RSUs. The previous aspects support the geographi-
cal definition of zones instead of design them according to the coverage
of a hypothetical deployed road infrastructure.

Aiming at providing freshness to the different keys and credentials,
the scheme states a time division into epochs and periods. The lifetime
of the short-term credential is called epoch, which is composed of
multiple time periods. These periods determine the validity of the zone
keys. Thus, at the beginning of each epoch, a vehicle requests the short-
term credential to an issuer by authenticating itself with the long-term
credential previously obtained from the EA. With the authentication
guaranteed by this short-term credential, a set of vehicles can agree on
a key for a zone whose lifetime is the current time period. When an
epoch is coming to its end, each vehicle has to request to the issuer
for a new credential to operate in the next epoch. In a similar way,
whenever a time period is concluding, vehicles have to renew the zone
keys of the areas they are currently operating in.

In order to transmit CAMs inside a certain zone, a vehicle must
previously obtain the corresponding zone key in a V2V fashion. The
required process to complete this operation is depicted in Fig. 2. As
can be seen, the zone-key agreement is performed in two steps. Firstly,
a car entering a new zone sends a zone key request indicating the zones
for which a key is being requested, the time period, and its public key,
which is part of its short-term credential. This message can be received
by one or more vehicles (A.1) or by none of them (B.1).

In the first situation (A exchange in Fig. 2), when a vehicle enters a
zone, it identifies its current and adjacent zones. Then, from this set, it
checks the zones for which it does not have the key and broadcasts a
key request (A.1). Replies (A.2) are not aggregated, i.e., each node that
hears a request can only answer with the key of the zone where it is
currently located. As many vehicles may hear this request, an replaying
strategy have been developed in order to decide which vehicle is in
charge of providing the requested zone key and avoid collisions and
channel overload. Those vehicles that can provide the requested key
wait during a random back-off time before forwarding it. Meanwhile,
they keep sensing the channel for detecting another vehicle’s reply.
In case of noticing a response from another participant, these vehicles
avoid to reply and the requester obtains the zone key from this message.

In turn, if no one is inside the zone when a vehicle requests the zone
key (scenario B in Fig. 2), it will not receive any response, so it has
to generate a new key for this zone and stores it (B.2). This new key
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Fig. 3. Secured data packet by using zone keys.

will be sent to other cars that subsequently request it. If a requester
does not receive the key of an adjacent zone, it is not authorized to
generate a new one for that zone. Observe that the vehicle in scenario
B has requested the keys for zones 2, 8, and 14. It has received the key
from zone 14 (B.3), and it has generated the key for zone 8. As it has
not received the key from zone 2, it will ask for it in future requests.
To avoid packet collisions when multiple vehicles request a key, it has
been developed a key-request strategy based on back-off timers, similar
to the response procedure explained above. Upon entering the zone, a
vehicle transmits a key request and waits for a reply for a fixed period
of time. If no response is obtained, it waits a random back-off time and
transmits a second key request. If the node does not receive any answer
in this second attempt, it will generate a new zone key.

When a vehicle has to broadcast a CAM, it creates a fresh symmetric
key and uses it to encrypt the message data (payload). Then, it ciphers
this key with each of the zone keys to which it intends to transmit the
message and the results are added to the message in its header, together
with the zone and time period of each encryption key. Fig. 3 shows
the resulting packet, where n represents the number of zones for which
the symmetric key (K p) has been encrypted. Each ciphertext (K_,(Kp))
includes K p cyphered by a zone key K, and it is preceded by the zone
(z) and time period () for the employed zone key. Finally, the ciphered
CAM (K p(CAM)) is appended as the packet payload. Thereby, when a
vehicle receives a CAM, it checks its key store for a match with the zone
and time period. If a match is found, the node uses the corresponding
zone key to decrypt the symmetric key generated by the sender and,
then, deciphers the payload with it. Thus, a node is able to receive
messages from the zone in which it is currently located or from the
adjacent zones. Scenario C in Fig. 2 shows an intra-zone CAM exchange,
while scenario D shows an inter-zone exchange.

4. Implementation and scenario setup

Although a formal complexity and scalability analysis of the zone-
encryption scheme can be found in [10], the dynamic nature of C-ITS

scenarios suggests that a more realistic evaluation of the security solu-
tion should be conducted by using computer simulation. Concretely, we
have employed both network and vehicular mobility simulators, which
cooperate to recreate realistic vehicular scenarios.

OMNeT++ is used as the mentioned network simulator. It is a
modular C++ simulation framework that offers a graphical run-time
environment, an Eclipse-based IDE, a topology description language,
a simulation kernel library, and other helpful utilities. The different
components of the network are programmed in C++ and assembled
together using a high-level language (NEtwork Description, NED). The
Veins* library has been integrated within this simulation environment.
Veins is an open source framework for designing vehicular network
scenarios, which provides a complete suite of network and message
models to carry out vehicular network simulations in a realistic way. It
implements the de-facto IEEE 802.11 OCB (formerly known as 802.11p)
access layer and the rest of the WAVE stack. Hence, Veins defines
the 802.11p networking mechanisms and messaging services, e.g., Ba-
sic Safety Messages (BSM) and WAVE Service Advertisements (WSA).
Given the similarity in their function, BSM messages are used instead
of CAM, given that Veins does not includes a CAM implementation.

SUMO?” has been used to generate realistic vehicular mobility traces.
It is an open source traffic simulator that enables the setup of realistic
scenarios by simulating the behavior of a set of vehicles defined by
the user. It also includes supporting tools such as route finding and
visualization. OMNeT++ and SUMO are connected via a TCP socket by
using the Traffic Control Interface (TraCI) as communication protocol,
which allows bidirectional simulation of road and network traffic.

The implementation of our security proposal has been done using
C++, over the WAVE architecture defined in Veins. The basic zone
encryption operation module of each node has been integrated within
the application level of the stack, while the scheme-specific function-
ality has been distributed in different developed libraries. To handle
the cryptographic procedures included in the zone encryption scheme,
the Crypto++ Library® has been used. It provides a wide set of cryp-
tographic algorithms as well as a comprehensive documentation about
the use of each component. In the initial version of the implementation,
RSA has been used as public-key crypto-system, and AES-128 for the
symmetric encryption.

To perform the initial evaluation, two scenarios have been consid-
ered, using a reference urban setting and a typical highway environ-
ment. These scenarios permit to study the performance of the solution
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under diverse traffic and mobility conditions. The routes of the vehicles
are generated by means of a SUMO script to generate random trips. The
minimum distance between the start point and the end of the route has
been set to 1000 m. Furthermore, the beginning time of each route is
established in the first second of the simulation, making all the vehicles
appear at once.

The city model considered to perform the initial evaluation of the
scheme is Erlangen, Germany (see Fig. 4(a)). The area involves a square
of 2600 m x 2600 m, divided into 169 zones with sides of 200 m (see
Fig. 4(b)). This setup allows us the study of a wide variety of situations,
such as zones with low density of vehicles or zones suffering from traffic
congestion. The city model includes buildings in some parts of the city,
which challenges connectivity of vehicles due to signal blockage. The
speed limit in the city is 50 km/h (31 mph).

The highway road model has been created from scratch using the
SUMO GUI. The highway is 20,2 km long, with three intersections
separated by 6 km and two lanes each way. The maximum permissible
speed is 120 km/h (74,5 mph). The road is divided longitudinally in
areas of 200 m long, which correspond to 101 zones.

In order to study the zone encryption scheme under various traf-
fic conditions, five different traffic-density configurations have been
adopted with 100, 250, 500, 750 and 1000 vehicles circulating in
both scenarios. The rest of the configuration parameters remain with
their default values for comparison purposes. The wireless transmission
channel as well as the propagation mechanisms are characterized by
the Veins library. As aforementioned, the employed wireless commu-
nication technology has been IEEE 802.11 OCB, with a bit-rate of 12
Mbps and a transmission power of 20 mW. Ten runs have been carried
out for each configuration to analyze the performance of the zone-
encryption algorithm with enough statistical confidence. Hence, the
results are averaged and the confidence interval (« = 0.05) is provided.
As performance metrics, we have considered the following: (i) the
number of zone-keys generated when entering a zone without other
vehicles, which imply the generation of duplicated keys as explained
later; (ii) the number of keys received by all cars within the zone; (iii)
the time interval for receiving a key when it has been requested; (iv)
the number of sent and received requests; (v) the number of sent and
received replies to the requests; and (vi) the CAMs received correctly,
incorrectly, and received but not decrypted due to the lack of the proper
key.

5. Results

In the following, we present and discuss the results obtained from
the conducted simulations in each of the described scenarios. This
separation permits to evaluate the performance of the zone encryption
algorithm in different situations in terms of vehicle density, driving
speed, and transmission obstacles, among others.

5.1. City

Firstly, we focus on the number of key requests sent and delivered
to the surrounding vehicles in each of the considered vehicle-density
conditions, which are depicted in Fig. 5. The confidence intervals are
represented as well, although they are not visible due to their reduced
size. Results show the expected behavior, as the overall number of
packets increase with the number of vehicles in the scenario. Observe
that the delivered requests grow faster because, in denser scenarios,
the requests are heard by more vehicles. Both metrics also show that,
although the number of vehicles increase up to 1000, the number of
requests sent and delivered tend to stabilize as the channel capacity is
reached and collisions start to be more frequent.

Table 1 shows the average number of responses sent in total and
per request in the scenario. As expected, the total responses increase
with the number of the vehicles and the responses per request are
higher as the vehicle density is greater. Due to responses per request

Computer Networks 182 (2020) 107523

Table 1
Average number of responses sent in total and per request in the city scenario.
Number of vehicles 100 250 500 750 1000

Responses sent in total 1960,30 5090,80 7988,90 9640,20 10761,90
Responses per request 1,56 1,79 2,15 2,34 2,46
% of requests answered 60,43 67,89 73,74 75,06 76,05

are registered by correlating the message ID, this parameter represents
the average number of key-replies that a node receives when it makes
a request (further developed later). In addition, the percentage of
requests answered is also shown. In this scenario, between a 60,43%
and a 76,05% of the requests sent are received and answered by other
vehicles.

Fig. 6 presents the average number of keys received when they
are asked in each zone, together with the average time needed to do
so. A clear increment in the number of key received can be seen as
the number of vehicles increases, due to when a new car enters a
crowded zone and emits a key request it is more likely to find another
node able to answer with the zone key. Regarding the average time to
receive a key when a vehicle enters a new zone, it stabilizes at around
19 ms, showing that keys are always received within the two reply time
windows. However, a slight increment is observed as the number of
vehicles increase, due to the saturation of the communication channel.
However, a good performance is perceived thanks to the back-off time
approximation described above.

The average number of keys generated for each zone is shown in
Fig. 7. The key generation is self-triggered when a vehicle requests a
zone key and does not receive any reply. The attained results indicates
the generation of duplicated keys in the zones, since the average
number of keys generated for each zone is greater than one. This
is not supposed to happen, as the conducted simulations took place
during the same time period, without the need of a renewal process
neither for the zone keys nor for the short-term credential. There are
two situations detected to cause the generation of duplicated keys:
(i) packet losses, due to the presence of obstacles that block the key
requests or responses, or packet collisions in overcrowded scenarios;
and (ii) vehicles that enter an empty zone, generate a new key and
then leave the zone and its adjacent ones propagating this wrongly-
generated key. This problem may lead to the situation of two vehicles
in the same zone using different encryption keys and being unable to
communicate with each other. Besides, if this problem is not detected
and corrected, the invalid key may be further propagated to other
vehicles. A solution to this issue is presented in Section 6.

Fig. 8 depicts the average number of CAMs correctly received
correctly, incorrectly, and without the needed key. Observe that the
number of CAMs received incorrectly grows exponentially with the
number of vehicles. This is related to the duplication issue discussed
above, which aggravates at high vehicle densities. As a consequence,
the number of CAMs delivered and decrypted with a wrong key in
high density scenarios surpasses the number of CAMs correctly re-
ceived. Regarding the CAMs received without the required keys, this
number is considered negligible considering high network traffic. This
issue is provoked by CAMs generated by vehicles in remote zones for
which the receiving vehicle does not have the appropriate key. Hence,
the key distribution scheme implemented works properly, although
its performance can be improved dealing with the key duplication
problem.

5.2. Highway

Fig. 9 shows the requests sent and delivered in each simulation
configuration. The confidence intervals are also represented, although
they are not visible due to their reduced size. As in the previous
scenario, results indicate an increment due to higher vehicle density,
although the growth is less pronounced than in the urban setup. Sent
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Table 2
Average number of responses sent in total and per request in the highway scenario.

Number of vehicles 100 250 500 750 1000
Responses sent in total  4398,60 11359,30 22696,80 28433,90 32099,80

Responses per request 1,16 1,29 1,44 1,50 1,53
% of requests answered 55,92 61,62 63,20 63,68 63,76

requests are higher than in the Erlangen one, which is caused by
the higher mobility and speed of vehicles in the highway. Delivered
requests are lower here, due to traffic jams taking place in the city,
which increases the number of close vehicles.

Table 2 shows the average number of responses sent in total and
per request. As in the city case, the responses grow with the traffic
density; however, here the figures are greater because of the higher
number of requests sent in the highway setup. In turn, the responses
per requests are lower, because each vehicle asks for the keys of three
zones simultaneously instead of nine, like in the city. The percentage
of requests answered is also lower and remains stable among different
traffic density configurations, except for the one with less vehicles.
Given the sparse distribution of vehicles in this scenario, increasing the
number of vehicles does not imply the same impact than in the city use
case.

In Fig. 10, the average number of keys received due to requests in
each zone and the average time to receive them are presented. The

number of keys received increases with the traffic density in the high-
way, and values are greater than those obtained in city simulations, due
to the increment of sent responses. As in the city case, the evolution of
key reception delay with the traffic density presents a slight increment,
due to the gradual saturation of the communication channel when more
vehicles are in the scenario, but the time stabilizes below 20 ms.

The average number of keys generated for each zone is depicted
in Fig. 11. In this case, the values are less than a half of the ones
obtained in the city simulations. The average grows in the first three
configurations and then decreases gradually. As explained above, there
are two main reasons that provoke the generation of duplicated keys:
key request losses due to the presence of obstacles that may block
communications or packet collisions in overcrowded scenarios, and
vehicles entering an empty zone that generate a new key and then leave
the zone and its adjacent ones wrongly propagating it. In this scenario,
there are no obstacles, so the first reason is discarded. Therefore, the
number of generated keys increases with low densities due to the fact
that vehicles in the scenario are dispersed along the road and it is
very likely to find situations falling in the second case. However, with
high densities, there are fewer empty spaces, so the keys are better
distributed.

In Fig. 12, the average number of CAMs received correctly, incor-
rectly, and without the corresponding key are shown. Observe that the
number of CAMs within the last two groups in this scenario is signif-
icantly lower than in Erlangen, due to vehicles are more distributed
along the road. Furthermore, most of the CAMs are correctly decrypted.
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Fig. 13. Average number of keys generated for each zone in the city scenario with the infrastructure solution.

6. Enhanced infrastructure-supported solution

As discussed above, the distributed nature of the zone encryption
scheme leads to the key-duplication issue confirmed in the experiments.
This undesired situation claims for the presence of a third-party en-
tity with a global view of the scenario to solve the problem. In this
line, a solution employing a fixed infrastructure, e.g., cellular network
such as 4G/5G [2], has been employed to support the correction of
key duplication events. This assumes that vehicles are connected to
a central server via this infrastructure, with no packet losses (or a
packet-loss recovery mechanism). This entity detects duplicated keys
and forwards messages exchanged among vehicles to better propagate
correct zone keys. Note that the infrastructure does not take part in
solving the duplication issue, since it only acts as a packet forwarder
when a duplication is detected. Hence, the zone encryption algorithm
maintains its distributed nature.

6.1. Proposed improvement

When a vehicle enters a zone and generates a key (correctly or
incorrectly), it has to send a message to the infrastructure containing
the zone, the time period, a freshly generated public key, a SHA-256
hash of the generated zone key, a timestamp, and an authentication
token. The infrastructure has a database with the messages that contain

the hashes of the current active key in each zone, which corresponds
to the first received key from the first vehicle entering the zone. When
the central server receives this message, it compares the time period
and the hash of the received key with the stored ones. If it is the
first key received for that zone, the infrastructure keeps the hash,
the time period and the timestamp as a reference and it answers the
sender vehicle with an acknowledgment allowing the vehicle to use
and spread this zone key. On the contrary, if a duplication is detected
during a certain time period, i.e., the key has been generated despite
the fact that another one already existed, the infrastructure forwards
the same received message to the rest of the vehicles in the scenario,
searching for a vehicle having the correct key for this specific zone.
When a vehicle having the key for the requested zone receives this
request, it answers with a new message containing the zone, the time
period, an authentication token, and the correct zone key encrypted
under the public key of the conflicting node, which was embedded
in the forwarded message. The newly created message reaches the
conflicting node through the cellular infrastructure, which is in charge
of forwarding it. Finally, the conflicting node decrypts the correct
zone key with its private key, solving the problem. Furthermore, if
the central server receives a zone key not corresponding to the stored
one, but generated within a new time period, this means that the
infrastructure must renew the stored information corresponding to the
current time period.
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6.2. Evaluation

In order to validate and test the performance of this infrastructure-
based solution, another set of simulations has been carried out in the
most challenging scenario, i.e., the urban one. The same configuration
parameters are used, with the difference of including the cellular
infrastructure as a support network for solving the key-duplication
conflicts.

Fig. 13 shows that the average number of keys generated for each
zone is one. This implies that only one key is used in each zone of the
scenario during the lifetime of the simulation, which is understood as
the proof that the proposed mechanism solves the duplication issue.

The average number of CAMs received correctly, incorrectly, and
without the corresponding key is shown in Fig. 14. Unlike the values
obtained in the original city simulation (see Fig. 8), where CAMs
received incorrectly grew exponentially, in this new scenario they have
disappeared, due to the absence of duplicated keys. As a consequence,
the number of CAM received correctly significantly increases, while the
ones received without the corresponding key remain at similar levels.

The average number of total key duplications detected by the in-
frastructure is shown in Fig. 15. The value notably increases with the
vehicle number, reaching more than one thousand duplications in high-
density configurations. The reason behind this increment is the rise of
collisions when a vehicle enters a zone and request the key, leading to
generate wrong new keys.

Fig. 16 depicts the average number of keys corrected per vehicle
during the whole simulation. This corrections are triggered when a
key-correction request is received from the infrastructure. The value de-
creases with the node density, since the key corrections are distributed
among a greater number of vehicles in the scenario.

7. Conclusions

In C-ITS, sensitive data can be shared without a proper level of
security due computational and management costs implied by PKI-
based solutions. Hence, vehicles broadcast periodic messages such as
CAMs in clear using a unprotected radio channel. Consequently, a
malicious user may obtain information about vehicles or drivers leading
to different attacks. V2X scenarios make them difficult to come up with
a confidentiality solution that meets the distributed requirements of this
kind of networks. In this work, we have implemented and evaluated
a novel proposal that divides geographical areas into disjoint security
zones in order to provide privacy and confidentiality using efficient
symmetric cryptography. The zone-encryption scheme proposes an ini-
tial authentication using short-term certificates and, after that, OBUs
are able to use self-created symmetric keys to cipher messages in their
current area. This is a distributed security mechanism that uses efficient
encryption for V2X messages. The solution has been developed and
analyzed in terms of operation and performance under realistic settings,
as a complement to the original presentation of the algorithm, focused
on the cryptographic foundations.

The implementation has been evaluated in a network simulator
(OMNeT++) using urban and highway scenarios, generating realistic
mobility traces and using an IEEE 802.11 OCB channel model. The
results show that the proposal correctly generates zone-keys and their
exchange among vehicles circulating in the area. The number of mes-
sages sent and received increase with the number of nodes, but tend
to stabilize with high figures, maintaining collisions thanks to a back-
off timer-based approach. The average time to receive a zone key is
low, below 20 ms for all the considered cases, which is understood as a
reasonable delay for being able to provide confidentiality to messaging
services. Moreover, the analysis has empirically demonstrated an opera-
tion and performance issue in the solution, due to its distributed nature,
based on the duplication of zone keys within particular zones for the
same time period. A solution based on a third-party infrastructure that

Computer Networks 182 (2020) 107523

is employed as a reliable packet-forwarder, has been proposed and
evaluated, demonstrating its validity to solve the issue.

Future research lines consider the development of the authenti-
cation part of the scheme as well as the evaluation of the solution
considering dynamic zones depending on the type of scenario and the
current number of vehicles.
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